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NOTES
Law on a Boundless Frontier:
The Internet and International Law
BY HEATHER MCGREGOR"
Space, the final frontier Our continuing mission, to seek out new
worlds and new civilizations, to boldly go where no man has gone before.'
I. INTRODUCTION
Is quote conjures up images of the Starsiup Enterprise movingTat warp speed through the vast reaches of the universe. As
members of the Federation, the crew, acting under the com-
mand of Captain Kirk (or Captain Jean Luc Piccard, depending on your
preference), seeks to bringpeace andprotection into unchartedterritory Of
course, "Star Trek" deals with the vast reaches of the universe and the use
of technology far beyond what we conceive of doing now However,
relatively new technology has created a new frontier here on earth, where
information moves at "warp speed" across the physical boundaries of every
country The frontier is not space, but Cyberspace.
Arguably, Cyberspace may present more problems of protection and
rulemaking than outer space. After all, even though the universe is infinite,
each world or system within the universe has physical boundaries.
Cyberspace, however, has none. Due to tls lack of boundaries, the Internet
poses a great number of problems in the field of law, and old laws just do
not fit the new and ever-changing technology.2 One legal area which seems
* J.D. expected 2001, Umversity of Kentucky.
'Prologue to Star Trek: The Next Generation (NBC television broadcast, Sept.
26, 1987 to May 23, 1994).
2See Jane C. Ginsburg, The Cybenan Captivity ofCopyright: Territoriality and
Authors' Rights in a Networked World, 15 SANTA CLARA COMPUTER & HIGH
TECH. L.J. 347, 348 (1999); David R. Johnson & David Post, Law and
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inadequate in the days of split-second information exchange is intellectual
property law
The Internet is changing ourtraditional models of business, economics,
and intellectual property Because of the lack of predictable laws in many
areas of Cyberspace, Internet consumers andusers may become concerned
and restrained in their use of the Internet.3 In order to prevent a surge of
people away from the Internet, the protection of intellectual property
should be a goal of any governmental regulation.4 If the Internet is to
expand into a global marketplace, consumers must be provided with the
same guarantees they would be provided in the more traditional market-
place.5 Therefore, international agreements which establish clear and
effective protection may be necessary 6
When a law is territorially based, as is copyright law, it is difficult to
apply to a medium without boundaries.7 Attempting to fit a boundless
system into territorial laws raises many questions, not the least of which is
which country's law governs copyright clamis.8 With the Internet, "[a]cts
that potentially violate exclusive copyrights can instantaneously and
simultaneously occur in several countries."9 The differences in the
copyright laws of each country are immense and make choice of law the
key to deciding many cases.10 Questions which arise because of these
differences include what material is copyrighted, who owns the copyright,
and what constitutes infringement." When dealing with Internet claims,
Borders-The Rise ofLaw in Cyberspace, 48 STAN. L. REV 1367, 1367 (1996);
Joel K. Reidenberg, Governing Networks and Rule-Malang in Cyberspace, 45
EMORY L.J. 911, 912 (1996).
3See President William J. Clinton & Vice President Albert Gore, Jr.,A Frame-
work for Global Electronic Commerce, in SECURITIES LAW AND THE INTERNET:
DOING BUSINESS IN A RAPIDLY CHANGING MARKETPLACE, at 509, 512 (PLI Corp.
Law & Prac. Course Handbook Series No. 1128, 1999).
4 See Id. at 513.
s See Stephen Baker & Mike France, Taming the Wild, Wild Web: With-
out Strong Laws, the Net's Growth Will be Stunted, BUS. WK., Oct. 4, 1999, at
154.
See Clinton & Gore, supra note 3, at 513.
See Ginsburg, supra note 2, at 348-49.
'See Andreas P. Remdl, ChoosingLaw in Cyberspace: Copyright Conflicts on
Global Networks, 19 MICH. J. INT'L L. 799, 800 (1998).
9Id. at 800.
See generally id. at 802.
n See Ginsburg, supra note 2, at 351-54.
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courts face multiple procedural as well as substantive problems, such as
determining personal jurisdiction.12
In order to develop a long-term solution to the problem of Internet law,
we must first rid ourselves of our notions of territoriality 11 Although
territoriality works in the real world, it does not adapt well to a world
without boundaries, and global communication via the Internet ignores
territorial boundaries. As a boundless medium, the Internet introduces "a
new realm of human activity and undermm[es] the feasibility-and
legitimacy-of laws based on geographic boundaries."14 Anyone, any-
where, with a connection to the "global network" has instantaneous access
to the World Wide Web ("Web").'5 Consequently, "[t]he rise of an
electromc medium that disregards geographical boundaries throws the law
into disarray by creating entirely new phenomena that need to become the
subject of clear legal rules but that cannot be governed, satisfactorily, by
any current territorially based sovereign."16 The Intemet cannot be
governed effectively by any one such "territorially based sovereign" acting
alone.
In order for creators to be assured that their intellectual property rights
will be protected, countries must come together and form both short-term
and long-term solutions. One possible short-term resolution is for the
courts in each country to assume that the country where the infringement
was receivedhas adopted the minimum standards ofthe Berne Convention
for the Protection of Literary and Artistic Works ("Berne Convention"). 1'
The alleged infringer would then have the burden of proving otherwise.'8
Although this solution will work for a short time to protect copyrights and
other intellectual property, it will not aid in solving otherjurisdictional and
12 See Steven R. Salbu, Who Should Govern the Internet? Monitonng and
Supporting a New Frontier, 11 HARV J.L. & TECH. 429, 435 (1998). See, e.g.,
Cybersell, Inc. v. Cybersell, Inc., 130 F.3d 414 (9th Cir. 1997); CompuServe, Inc.
v. Patterson, 89 F.3d 1257 (6th Cir. 1996); Bensusan Restaurant Corp. v. King, 937
F Supp. 295 (S.D.N.Y. 1996), affd, 126 F.3d 25 (2d Cir. 1997); Maritz, Inc. v.
Cybergold, Inc., 947 F Supp. 1328 (E.D. Mo. 1996).
' See generally Clinton & Gore, supra note 3, at 514.
14 Johnson & Post, supra note 2, at 1367
5 See id. at 1375.
16 Id.
'" See Ginsburg, supra note 2, at 356. The-Beme Convention was completed in
Paris on May 4, 1896 and was last amended in 1979. See Berne Convention for the
Protection of Literary and Artistic Works, in INTERNATIONAL TREATIES ON
INTELLECTUAL PROPERTY 339 (Marshall A. Leaffer ed., 1990).
" See Ginsburg, supra note 2, at 356.
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regulatory issues. Therefore, a long-term, international solution must be
developed.
One long-term solution is for countries to form and enter into a treaty
dealing strictly with Cyberspace. Such a treaty should create international
legislation, to be implemented by each member country, which governs
intellectual property issues as well as all other Internet-specific legal
issues. 19 If it becomes necessary, such a treaty could also resolve the
jurisdictional dilemmaby defining Cyberspace as its ownjurisdiction2 ° and
by creating an international court system with subject matter jurisdiction
over Cyberspace.
This Note discusses the multiple problems surrounding international
law and the Internet, with a particular focus on intellectual property law
Part II discusses the problems involved in attempting to fit Internet
regulation into the old, territorially based intellectual property paradigm.2
Jurisdictional problems on both the national and international level are the
subject of Part III. In Part IV, the discussion focuses on choice of law
problems presented by the Internet and intellectual property law and
international law 3 Proposed solutions to the difficulties m Internet
regulation, and the problems with these proposals, are discussed in Part V 24
Finally, Part VI discusses more complete and workable short-term and
long-term solutions. 5
II. TERRITORIALITY AND INTELLECTUAL PROPERTY
Traditional intellectual property law is based on physical territories,
with copyright protection being grounded in the country of first publica-
tion.26 In order to combat infringement of work first published elsewhere,
a country must establish laws which treat that work as if it were published
within its own borders under certain circumstances. 27 For example, the
19 Cf Johnson & Post, supra note 2, at 1379-91. Johnson and Post argue that
Cyberspace should be treated as its own jurisdiction. See id. at 1379. They also
contend, however, that Cyberspace should be allowed to regulate itself. See ld. at
13872 See also id.
21 See nfra notes 26-46 and accompanying text.
I See infra notes 47-61 and accompanying text.
I See infra notes 62-76 and accompanying text.
24 infra notes 77-102 and accompanying text.
5 See infra notes 103-152 and accompanying text
See Ginsburg, supra note 2, at 347-48.
2" See id. at 350.
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United States will treat works published elsewhere as works published m
the United States under three conditions.2 First, the work will be treated as
a United States work if the country where the work was originally
published is a fellow member ofa multilateral treaty dealing with copyright
law 29 Second, if the other country is not a member of a multilateral treaty,
the work will be treated as a United States work if the country maintains
copyright relations with the United States.30 Third, if the country of first
publication does not fall into the first two categories, the work will
nonetheless be treated as a United States work if the author or artist is a
"national" or "domiciliary" of a country which falls under either category
one or two.
31
Under the Berne Convention, each signatory country must adopt
legislation designed to protect the copyrights of foreign authors and
artists.32 Such laws are to provide the following protections:
-National treatment;-No formalities;-The right of enforcement and
seizure of infringing works;-A term of years of at least life of the author
plus 50 years;--Very limited compulsory licenses;--A wide range of
coverage for categories of original works, including motion pictures,
music, artworks, sculpture, poetry, ballets, novels, plays, newspapers,
architectural works, and magazines; and-The right to control a wide
range of possible uses of the protected work, including the right to
reproduce it, perform it publicly, display it and distribute it.33
Because many Berne Convention provisions were incompatible with
United States copyright law, the United States did not join the Berne
Convention until 100 years after the Berne Convention's creation.34
See id., see also 17 U.S.C. § 104 (1994).
29See Ginsburg, supra note 2, at 350; see also 17 U.S.C. § 104 (1994).
30 See Ginsburg, supra note 2, at 350; see also 17 U.S.C. § 104(b)(2) (1994).
31 See Ginsburg, supra note 2, at 350; see also 17 U.S.C. § 104 (1994).
32 See Ralph Oman, The Impact ofthe Berne Convention on U.S. Copyright, in
GLOBAL TRADEMARK AND COPYRIGHT 1996: MANAGEMENT AND PROTECTION, at
233, 238-39 (PLI Pats., Copyrights, Trademarks, & Literary Prop. Course
Handbook Series No. 455, 1996).33Id. at 238.
1 See Recent Actions Regarding Treaties to Wiuch the United States is a Party,
28 I.L.M. 1595, 1596 (1989). See also Oman, supra note 32, at 241 (noting 100
years of hesitance by the United States to change its copyright law to conform to
the Berne Convention).
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The process of adjusting federal copyright legislation to fit the
requirements of the Berne Convention provisions actually began m the
1950s. 35 First, Congress had to change the copyright term (from twenty-
eight years plus renewal for another twenty-eight years) to the required life
plus fifty years.36 Also, the United States had to abandon certain rigid
formalities it had developed.37 For example, Congress eliminated registra-
tion and deposit as conditions to copyright protection, as well as the
government's ability to force a renewal after twenty-eight years.3 Using
federal preemption, Congress succeeded in developing "a unitary, national
system of copyright protection 39 which made the protection of foreign
works easier and more uniform.
In addition, the various countries have incompatible laws pertaining to
trademarks, and differ on issues as crucial to the outcome of a case as the
permissibility of using the same name in separate types of business.4 No
"global registration scheme" exists that would allow businesses to protect
their trademarks in different countries; therefore, businesses must register
their respective trademarks in each country where they desire protection.41
Despite international treaties dealing with copyrights and other intellectual
property, the choice of which country's law to use in deciding an intellec-
tual property case remains a difficult task for courts, especially when the
case deals with the Internet.42
As previously stated, the law which governs a copyright claim is
generally the law of the country of first publication. 43 With the Internet,
however, discovering the place of first publication is rendered much more
problematic." Courts shouldlookto where the act ofinfringement occurred
in order to decide which law to use, but this directive is of little assistance
in the real world where acts of infringement can occur in several countries
simultaneously 45 Following the advent of the Internet, this problem is
multiplied until it reaches a point where the choice of law is rendered
See Oman, supra note 32, at 242.36See id.
37 See id.31 See id.
3 9 Td.
o See Johnson & Post, supra note 2, at 1368.
4, See id. at 1369.
42 See Remdl, supra note 8, at 800-01.
43 See supra note 26 and accompanying text.
44 See RemdI, supra note 8, at 801-01.
45See id. at 803-04.
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nearly impossible due to the difficulty of discovering the place where a
work was created, published, or exploited. '
I. JURISDICTIONAL PROBLEMS
MULTIPLIED ON AN INTERNATIONAL SCALE
A. Personal Jurisdiction in the United States
Determining jurisdiction is a problem on both the international level
and within the United States. Under United States law, a court must apply
the dictates ofInternational Shoe Co. v. Washington47 to discover if it has
personal jurisdiction over a person. 8 Under the 1877 doctrine of Pennoyer
v. Neff,49 in order to be amenable to suit in the forum state, a person must
either: (1) voluntarily appear in the state (i.e., consent to thejunsdiction of
the court); (2) be found in the forum state; (3) be a resident of the forum
state; or (4) own property in the forum state (but is thereby amenable to suit
only up to the amount of such property).50
Over time, these criteria for personal jurisdiction became inadequate
and a more flexible standard was needed.51 Therefore, in keeping with the
times, the United States Supreme Court adopted anew rule mInternational
Shoe. Under this new rule, a person or business was amenable to suit in the
forum state if it had established "mnimum contacts" with that state.52 In
applying this doctrine, a court must first discover what contacts the
defendant actually had with the forum state and must then evaluate those
contacts by asking the following questions: 1) Are the contacts with the
forum state continuous and systematic or are they isolated? and 2) Does the
cause of action relate to those contacts or is it unrelated?' According to
Michele Breen in her article Personal Jurisdiction and the Internet:
"Shoehorning" Cyberspace into International Shoe:
InternationalShoe stands for two junsdictional propositions. First, that an
assertion of general jurisdiction is permissible if the defendant's contacts
41 See id. at 806-07
47 International Shoe Co. v. Washington, 326 U.S. 310 (1945).41 See Michele N. Breen, Personal Jursdiction and the Internet: "Shoehorn-
ing" Cyberspace into International Shoe, 8 SETON HALL CONST. L.J. 763, 764
(1998).49 Pennoyer v. Neff, 95 U.S. 714 (1877).
50See id. at 722-23 (citing Pennoyer, 95 U.S. at 722).
5 See Breen, supra note 48, at 779.
52See id. at 782.
53See id. at 781-82.
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are continuous and of such a substantial nature that the defendant could
have realistically anticipated defending any claim. Secondly, that a
defendant is amenable to a forum's specific jurisdiction when the
minimum contacts are such that the defendant could have realistically
anticipated defending that particular claim. 54
This doctrine of mnimum contacts is the test used by federal and state
courts m the modem era.
Although the International Shoe doctrine seems to resolve the scope of
personal jurisdiction, it becomes a difficult standard to apply to the
technology of the Internet.55 The following example will hopeflully
illustrate the problem in this area. 6 Assume that author Susan Jones, a
resident of Kentucky, writes an essay. Rather than attempting to publish the
essay in a hard copy medium such as a magazine, Susan decides to post the
essay on her Web page. Obviously, Susan's work is now readily accessible
from any computer in the world. Douglas Johnson, a resident of Florida,
decides he really likes the essay and downloads it to his Web page without
crediting Susan as the author. Once again, Douglas's Web page is
accessible throughout the world. If someone in Alaska accesses Douglas's
Web page, has Douglas developed enough minimum contacts with Alaska
so that an Alaskan court could obtain jurisdiction over him if Susan decides
to file suit there? If a court found that he did have minimum contacts, that
finding would essentially make poor Douglas amenable to suit in every
state in the Umon.57 American courts are split as to whether "pure Internet
contacts"58 are sufficient to hale a person into a forum state's court. Few of
us, however, would find that Douglas reasonably believed he could be
4 Id. (footnotes omitted).
55See id. at 766 (citing Inset Sys., Inc. v. Instruction Set, Inc., 937 F Supp. 161,
165 (D. Conn. 1996)).56 See also Ginsburg, supra note 2, at 349 (providing an extended hypothetical
dealing with copyright problems).57 See generally Breen, supra note 48, at 790.
51 Id. at 791. The author directs us to compare Cybersell, Inc. v. Cybersell, Inc.,
130 F.3d414 (9th Cir. 1997), and Bensusan Restaurant Corp. v. King, 937 F Supp.
295 (S.D.N.Y 1996), afid, 126 F.3d 25 (2d Cir. 1997) (holding that Internet
contacts alone were not enough to justify personal jurisdiction), with CompuServe,
Inc. v. Patterson, 89 F.3d. 1257 (6th Cir. 1996); Inset Systems, 937 F Supp. at 161,
and Maritz, Inc. v. Cybergold, Inc., 947 F Supp. 1328 (E.D. Mo. 1996) (holding
that Internet contacts were sufficient to establish personal jurisdiction). See Breen,
supra note 48, at 791 n.187
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haled into an Alaskan court for posting an essay on his Web page m
Florida.
How, then, would Susan be able to protect her copyright? Would she
have to travel to Florida in order to sue Douglas, or could she force
Douglas to come to Kentucky? Of course, Douglas probably had no idea
where Susan was located when he placed her work on ins Web page.
Therefore, he probably did not open himself up to suit m Kentucky either.
In accordance with due process, it appears that Susan must bring her suit
in Florida, and this seems only fair. If a person fails to realize that he could
be amenable to suit m a particular state because he does not foresee that his
Web page will be viewed in that state, he should not have to submit to the
jurisdiction of that court.59 As such, for suits dealing with United States
citizens, traditional personal jurisdiction analysis should be enough.60
B. Personal Jurisdiction on an International Level
Although traditional personal jurisdiction analysis appears sufficient
when the infringement is confined within the borders of the United States,
it becomes more problematic, if not impossible, to apply when the
mfrngement is international (even assuming that every country uses a
similar analysis to that described above).6' Using the same hypothetical as
in the previous section, assume that Douglas Johnson is a resident of
Germanyrather than Florida. Nowthe hurdles facing Susan become higher.
Must she go to Germany in order to protect her copyright, or could she
bring Douglas into an infringement suit in the United States? Under the
current system, it appears that she would have to go to Germany. Although
this seems only fair to Douglas (who did not intend to be amenable to suit
in the United States), it still seems unfair to Susan who never contemplated
having to go to Germany to file a copyright infringement suit.
IV THE PROBLEM OF CHOICE OF LAW
Assume for a moment that Susan is heading to Germany for a business
trip and assume, of course, that she knows of Douglas's mfringement and
his location. Upon amvmg in Germany, she decides to hire a German
attorney to file suit against Douglas. When the suit comes before the
German court, another problem arises. Whose copyright law must the
59 See Breen, supra note 48, at 811.
60 See id. at 812.
61 See supra Part lI.A.
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German court apply to this case? If there is a conflict between the two
countries' laws, should the court apply United States copyright law or
German copyright law9 The problem is determining where, exactly, the act
of use occurred. With the Internet, a particular work's place of creation,
publication, or exploitation is often difficult to pmpomt.62 Any number of
theories could be applied to ascertain where the work was first published.
The country of first publication could be defined as the place where the
author uploaded the work to the Internet; however, this can occur any-
where, including locations while the author is mtransit.6 Alternatively, one
could define the country of first publication as the place where the work
was first received." This definition also fails; the location would vary
according to the relative modem speeds of users m a particular country, or
it could be construed as meaning that a work is simultaneously published
in every country m the world that has Internet access.65 Another possible
argument uses the place where the author's server is located as the
publication site.66 Such a solution might work if geography was a factor in
the author's selection of server, but users generally do not know or care
where their server is located.67 By way of comparison, note that in the
world of hard copies, the location of the printing plant is generally
irrelevant to determining the place of first publication. 68 "Hence, an
American 'coffee table' book may well be printed in Italy, where the
quality and cost of color printing may compete favorably against the
services of U.S. printers, but the book itself does not assume an Italian
nationality as a result."69 One final approach would be to apply the law of
the country having the "most significant relationship" to the work. ° Where
an author "publishes" her work to her own Web site, this will be the place
where the author resides.71 Such a location would be easy to pmpomt and
to define.n
As previously stated, under the Berne Convention, courts should use
the law of the country in which the mfi-mgement occurred.73 This determi-
62See Remdl, supra note 8, at 800.
63See Ginsburg, supra note 2, at 352.
6See id. at 351.
sSee id. at 351-52.
"See id. at 352.67 See id.
68 See i. at 353.
69 Id.
70 See id. at 351.
71 See zd. at 352.
72 See id.
' See supra note 45 and accompanying text.
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nation is also made more difficult when dealing with the Internet. The same
problems inherent in finding the place of first publication exist m finding
the actual location of the acts ofinfringement. Note that choice of law rules
are important because "protection of a copyrighted work exists mdepend-
ently m each country according to that country's grant of rights; protection
under one country's copyright laws does not automatically result in the
same protection outside that country's territory "74 Thus, choice of law
rules which rely on geographic boundaries require identification of the
place of potentially infringing conduct.75 Ifthe conduct occurred in several
countries, each country's copyright law is applicable.76 This application
becomes extremely cumbersome when infringing acts potentially occurred
m every country in the world.
V PROPOSED SOLUTIONS
With the Internet becoming a more popular tool and medium for the
publication of works, there are increased possibilities for the infringement
of copyrights.' Yet, under our current territorial system, there seems to be
no way to resolve these cases with any degree of certainty It appears,
therefore, that countries should reassess their laws and develop a unified
system which will cover Internet intellectual property without the problems
of a strict territorial approach. Both long-term and short-term solutions are
required.
A. Self-Regulation of the Internet
The Internet facilitates transactions between users who are unaware of
(and often incapable of discovering) each other's location.78 As mentioned,
users generally do not even realize where their server is located.79
The rise of the global computer network is destroying the link between
geographical location and: (1) thepower of local governments to assert
control over online behavior, (2) the effects of online behavior on
individuals or things; (3) the legitimacy of a local sovereign's efforts to
regulate global phenomena; and (4) the ability ofphysical location to give
74 Remdl, supra note 8, at 804.
75 See id. at 806.76See id.
7 See Ginsburg, supra note 2, at 347-48.
71 See Johnson & Post, supra note 2, at 1371.
79See id.
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notice of wich sets of rules apply The Net thus radically subverts the
system of rule-making based on borders between physical spaces, at least
with respect to the claim that Cyberspace should naturally be governed by
territorially defined rules."0
If we are going to retain our notions of the territoriality of copyright and
intellectual property law as well as choice of law rules, we must at least
redefine what we mean by territoriality in relation to the Internet. Cur-
rently, copyright law possesses an extremely strong sense of place, but
"Cyberspace is not a 'place.' '81
One possible means of adapting our notions of territoriality is to
rework our definition of"place." Obviously, under current legal principles,
we regard place as something which is physical and earthbound. While
Cyberspace is (arguably) earthbound, it is certainly not a physical place.
However, if we define Cyberspace as a type of "place" we could adjust our
territorial way ofthinking to include a newjurisdiction.8 2 Under the current
view of the law surrounding the Internet, Web-based activity may fall
under the laws of all territorial sovereigns.83 This creates much confusion
and uncertainty
Under conventional approaches, the Internet is treated just like any
other medium which facilitates communication between legally distinct
geographic locales.84 Although Cyberspace is not a "place" as place would
be definedby Memam Webster, manyproblems relating tojurisdiction and
choice of law could be resolved by treating it as such under the law 85
"[T]he line that separates online transactions from our dealings in the real
world is just as distinct as the physical boundaries between our territorial
governments. "86 Moreover, the instant and ubiquitous availability of
electromc works makes the application of geographically based copyright
laws extremely difficult.87
In their article Law and Borders-The Rise of Law in Cyberspace,
David R. Johnson and David Post assert that Cyberspace should be treated
80 Id. at 1370 (emphasis in original).
81 Ginsburg, supra note 2, at 361.
82See generally Remdl, supra note 8.
83See Johnson & Post, supra note 2, at 1374.84 See i. at 1378.8 See id.
86 Id. at 1379.
87 See id. at 1383-84.
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as its own jurisdiction." However, they advocate self-regulation of the
Internet rather than international agreements.8 9 They propose that the users
of the Internet hold the strongest claim to control and should, along with
the Internet service providers ("ISPs"), formulate the rules that govern the
medium.9° Although Johnson and Post bolster their solution with the
recognition that users must view the decision makers as having genuine
authority,91 the ISPs can exert very little enforcement power for any rules
they may formulate. Johnson and Post point out that the ISPs can discipline
users who are out of line by denying them access to the server,92 but this
method of enforcement fails to benefit an author when her work is
infringed and passed off as someone else's.
B. Regulation by Countries
Traditionally, the United States approach to "information policy" mthe
private sector has favored self-regulation.93 Because of this, legislation in
the United States has developed very little notwithstanding the vast
evolution of information technology 91 Moreover, government agencies
which are established to research the evolving technology often lack the
directives and requisite technical skills to monitor the impact of regulatory
and policy decisions with respect to the Internet. 5 Thus, "[t]he conse-
quence of the U.S. approach is that policymaking for global information
flows is widely dispersed and ill equipped to face the governance
challenges. 9 6
Conversely, European countries have taken a different approach with
regard to the Internet, one characteristic of their reliance on centralized
policymakng.97 Government agencies are given "comprehensive powers
88 See id. at 1367 Professors Johnson and Post illustrate how "taking Cyber-
space seriously" as a umque place can lead to the development of both clear rules
for online transactions and effective legal institutions.
89 See id. at 1387-9 1.
90 See zd. at 1387
9
,See id. ("[T]hese rles will be meaningful and enforceable only ifCyberspace
citizens view whoever makes these decisions as a legitimate governing body.").
2See id. at 1388.
93See Reidenberg, supra note 2, at 921.
9 See id.
See id. at 923.
96 Id. at 922.
9 See id. at 924.
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[to] institutionalize broad policy planning and issue debates.""8 Still,
reliance on territorial concepts is retained m the doctrine of"subsidiarity,"
under which the European Community is restrained from resolving issues
appearing to belong more appropriately in the hands of a member state."
Even when action is taken, it must also be enacted by the individual
rulemakmg bodies of the member states in order to be effective."
Accordingly, this fragmented enactment process may result in the
obsolescence of rules dealing with the Internet (and other technology)
before they even take effect. ' Therefore, the European system fares little
better than the United States system of private sector regulation. 02
VI. THE SOLUTION: A MIXTURE OF RULEMAKERS
A. Sharing the Regulation Among a Complex Mix ofRulemakers
Joel R. Reidenberg, an associate professor at Fordhamn Umversity
School of Law, proposes amore workable solution inhis article Governing
Networks and Rule-Makng in Cyberspace 3 According to Reidenberg,
"[r]egulatory power has always been defined in terms of national borders
[and] [t]he adjudication of disputes also typically depends on
territorially-empowered courts."' 4 However, when the Internet is involved
information and transactions flow easily across national boundaries to
connect the entire world in a new type of forum. 05
Additionally, Reidenberg asserts that national borders are not the only
limitations that break down with the Internet; "substantive legal sover-
eignty"' dissolves as well. Substantive legal sovereignty refers to
historically-created distinctions between different kinds of law---"for
example, telecommunications law has been distinct from financial services
law, and intellectual property law has been distinct from privacy law " 7
The advent of the Internet has blurred the lines between these fields of
98 Id.
" See id. at 925.
'0o See id.
101 See id.
102 See id. at 926.
'03 See id.
104Id. at 914.
105 See id. at 914-15.
I6Id. at 915.
107 Id.
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law 108 The nature of the Internet causes distinct areas of legal interest,
including telecommumcations, financial services, intellectual property and
privacy, to be united m one transaction."i9
B. Network Boundares and Regulation
Despite the problems, we need not fully give up our notions of
territoriality in order to arrive upon a solution to the problems posed by the
Internet. 10 The infrastructure of the Internet itself gives rise to distinct
boundaries."' These borders are created by the different ISPs such as
America Online and Prodigy I2 To gain the services of such an ISP, a user
must agree to certain terms and conditions of use, and according to
Reidenberg, these private contractual agreements provide the lines of
demarcation. 13 The various contracts provide users with different sets of
rules, just like the borders of different countries. " 4
Another manner m which borders are created on the Internet is through
system design and technology 115 The technology involved in the different
systems permits limitations on the interactions between those systems:
For example, integrated services digital network (ISDN) technology and
the World Wide Web transmission protocol offer superior interactive
capabilities and choices when compared to analog technology and simple
file transfer protocols. Gateways between different systems or between a
proprietary network like America OnLme [sic] and the Internet establish
fundamental rules of conduct; without a gateway, interactions are
effectively prohibited The degree of system interoperability thus
determines the openness of the information society and determines
whether network architectural "borders" can be crossed. 16
Therefore, network borders are in place within the realm of the Internet,
and are reinforced by both ISPs and system technology 117
10 See id. at 915-16.
109 See zd. at 916.
"
0 See supra notes 82-90 and accompanying text.
..1 See Reidenberg, supra note 2, at 917-19.
"
2 See id. at 917
113 See id.
"
4 See id. at 917-18.
15 See id.
116 Id.
1 7 See id.
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Along with the boundaries already existing on the Internet, there is
quasi-national regulation maintained by the networks within these
borders." 8 As previously discussed, the ISPs enter into private contracts
which enumerate the rights and responsibilities of participants." 9 Rules of
behavior governing access and membership are also defined by Internet
discussion, Usenet, and listserve groups. 20 Finally, the users themselves
have developed a set of customary rules for Internet behavior. 2'
Not only do ISPs develop rules for Internet use, but they also have
certain enforcement powers." Proprietary ISPs have the ability to
terminate a user's access to the Internet, at least through that particular
service provider.'2 Other rules may be enforced through the use of
technology, as in the case of the users' fight against "spamming" (the
sending ofunsolicitedmessages) through programs which delete messages
from known offenders. 24 Even users themselves have begun to police the
Internet through self-appointed policemen (most notably, the "Cyber-
Angels') and policymakers. 11 In fact, the Internet now features an online
dispute resolution mechanism called the "Virtual Magistrate," complete
with a ' network-based tribunal of experts."' 26
C. Long-Term Solution
In order to more competently regulate the Internet, policy and
rulemakers need to consider all aspects of the medium and formulate a new
system to supplant the old territorial model. 27 The Internet should be
properly recognized as a sovereign within itself, rather than a mere medium
subjectto the differing rules ofnultiple state sovereigns. 28 For rulemaking
to be effective, the rules must be determined by the various interested
parties in the "information mifrastructure."' 2 9
"' See td. at 919.
"
9 See id.
120 See id.
121 See id. at 920 (Reidenberg notes that these rules have been collectively
termed "netiquette.').
'2 See id.
'2 See id.
'2 See id.
'25 See id.
126 Id.
127 See id. at 926.
'2 See id. at 928-29.
129 See Id. at 926.
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States have direct interests in the development of an information society.
The private sector has a crucial role in the creation of the GII [global
information infrastructure]. Technologists have a pivotal position for
policy choices and the GIL empowers citizens to establish rules of their
own. Policymakmg among these different interest centers is inter-
twined.1 30
With tis m mind, Internet governance is to be regarded as a "complex mix
of state, business, technical, and citizen forces.""3 I Rules must come from
each of these interested sectors. 13 Reidenberg contends that the private
sector should be the "driving force m the development of the information
society,"133 but recognizes the need for governments to participate in order
to safeguard the public.
Although states should be involved m the establishment of regulations
and norms for network activity, no attempt to remove all regulatory power
from the network communities would be advisable. 34 ISPs need to be
recognized as quasi-sovereign entities because they possess several
sovereign features, such as: "participant/citizens via service provider
membership agreements, 'constitutional' rights through contractual terms
of service, and police powers through taxation (fees) and system operator
sanctions.' 35
Rather than only allowing the Internet to regulate itself, countries need
to come together and form a new agreement which is up to the task of
addressing the problems outlined above. 36 In order for such a treaty to
work, it must be flexible enough to move at "warp speed" like the Internet
itself.137 However, it must also contain strong, clear, uniform laws
applicable to all signatory countries. Although this may not be feasible, or
even strictly necessary, such a treaty could also establish courts with
subject matterjunsdiction over Cyberspace. Such courts might be situated
in every country, and function solely to interpret the treaty 
3
130 Id.
131 Id.
13 2 See id.
133 Id.
" See id. at 929-30.
135 Id. at 928.
136 See Baker & France, supra note 5, at 158.
131 See generally Clinton & Gore, supra note 3, at 526.
1 Venue, of course, is a different problem altogether and is beyond the scope
of this Note.
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D. Short-Term Solutions
The establishment of a treaty creating uniform jurisdiction over
Cyberspace would be ideal. However, even if countries do convene in the
near future, the negotiations between them would not be finished for years.
Tis realization raises the issue of Internet regulation durng the interim.
In her article, The Cyberan Captivity of Copyright: Territoriality and
Authors' Rights in a Networked World, Jane C. Ginsburg discusses one
short-term solution which, if applied properly, would meet this need.'39
Under Ginsburg's proposed system, the forum court would assume that
the laws of each country receiving the pirated information conformed to the
threshold standards ofthe Berne Convention and the Agreement on Trade-
Related Intellectual Property Rights ("TRIPS")."' The burden of establish-
ing that a certain country's laws do not conform to those standards would
fall on the alleged infringer. 4 1
The Berne Convention provides authors from each member country
with specific copyright protections, and requires that each signatory state
provide the same protection to nationals of another member state as it
provides its own citizens." Additionally, members cannot impose any
arbitrary formalities upon the authors seeking protection m their country 4 3
Works covered under the Berne Convention include "every production m
the literary, scientific and artistic domain, whatever may be the mode or
form of its expression,"'" as well as other types of works such as lectures,
dramatic works, photographs and cinematography '"I Under the Berne
Convention, protection shall be granted for the author's life plus fifty years,
with certain adjustments for cinematographic works and anonymous or
pseudonymous works. 146
Under the TRIPS accord of 1994, the members must also grant the
requisite protections to nationals of other member countries which they
139 See generally Ginsburg, supra note 2.
141 See General Agreement on Tariffs and Trade-Multilateral Trade Nego-
tiations (The Uruguay Round): Agreement on Trade-Related Aspects ofIntellectual
Property Rights, Including Trade m Counterfeit Goods, Dec. 15, 1993, 33 I.L.M.
81 [hereinafter TRIPS].
141 See Ginsburg, supra note 2, at 356.
142 See Berne Convention for the Protection of Literary and Artistic Works,
Sept. 9, 1886, as last revised, July 14, 1967, art. 5(1), 828 U.N.T.S. 221,231-33.
143 See id. art. 5(2), at 233.
4 Id. art. 2(1), at 227
'4' See id.
146 See id. art. 7, at 235-37
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grant to their own citizens.147 With certain exceptions, the members of the
TRIPS accord must comply with Articles one through twenty-one and the
Appendix of the Berne Convention." Insofar as copyright protection is
concerned, TRIPS resembles the Berne Convention in many respects;
however, it extends Berne Convention protections to computer programs
and compilations of data.149 In addition, the objective of the TRIPS accord
is to protect and enforce intellectual property rights while continuing to
promote advances intechnology "I Therefore, TRIPS includes technologies
which were not protected by the Berne Convention.
As previously stated, Ginsburg's system would assume that the laws
of the country where protection was claimed conformed to the standards
present m these two treaties, with the burden of proving the contrary on the
allegedinfringer.151 Throughthe incorporation oftheBerne Convention and
TRIPS, "the forum's law thus becomes a kind of supranational copyright
law, subject to demonstrationthat mparticular countries the standard is less
(or more) protective. 152
VII. CONCLUSION
The Internet creates a great number ofproblems m the field of law, and
old laws created for a system with clear boundaries will not work when
applied to such a new and ever-changing technology ' Currently, in the
area of Internet regulation and international law, there is an absence of
certain and predictable laws. Tins situation must be remedied before the
Internet may reach its full potential, and furthermore to protect consumers
and users from the possible abuses which occur when there is no clear rule
of law 1 Both long-term and short-term solutions to the problems of the
Internet, intellectual property, and international law must be found.
In the short-term, the solution must be one which can take immediate
effect and be easy to inplement. One workable approach for a short-term
resolution is Ginsburg's proposal that courts in each country judicially
assume that the laws of the country where the infringement of copyright
"' See TRIPS, supra note 140, art. 1, 33 I.L.M. 81, 84-85.
148 See id. art. 9, at 87
149 See id. art. 10, at 87
0 See id. art. 7, at 86-87
See supra note 141 and accompanying text.
' Ginsburg, supra note 2, at 356 (footnote omitted).
153See supra note 2 and accompanying text.
154See supra notes 2-5 and accompanying text.
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was received conform to the basic standards of the Berne Convention for
the Protection of Literary and Artistic Works. 5 1 This solution will suffice
to protect copyrights and other intellectual property until a long-term
solution can be implemented.
A long-term solution must be one which can overcome our traditional
notions ofterritonality and "space." A workable long-term solution should
be similar to the one proposed by Reidenberg in which countries and
interested parties will come together to create rules to govern Cyberspace
and establish separate jurisdiction for this realm. 5 6
When these or similar solutions are finally implemented, legal certainty
will be brought into the uncharted territory of Cyberspace, which arguably
has fewer boundaries than the universe itself. When this goal is achieved,
users will become like members of the Federation, moving at "warp speed"
across the boundaries of the Internet.
" See Ginsburg, supra note 2, at 356.
1 6 See supra notes 103-138 and accompanying text
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